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Explanation

® RELRO RELocation Read-Only , ELF /
® RELRO Partial RELRO Full RELRO
© Partial RELRO
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® RELRO, Partial RELRO, Full RELRO .
o  "Program header & Dynamic Section" .

Comparison of No RELRO, Partial RELRO, Full RELRO

2L Unknown macro: 'html’

No RELRO Partial RELRO Full RELRO
Compiler command line gce -WI,-z,norelro gce -Wi,-z,relro gce -WI,-z,relro,-z,now

Lazy binding o o X
Now binding X X o
Write to GOT o o X
RELRO in the Program header X o o

Section include in RELRO X INIT_ARRAY, FINI_ARRAY ' INIT_ARRAY, FINI_ARRAY, PLTGOT
PLTRELSZ include in Dynamic Section o o X
PLTREL include in Dynamic Section o o X
JMPREL include in Dynamic Section o o X
(0]

BIND_NOW include in Dynamic Section X X



Example program

Source code

RELRO.c

#i ncl ude <stdio. h>
#incl ude <string.h>

void main(){

char address[ 16];
size_t *pointer;
int count = 1;

whi | e(count != 100)

{

}

printf("----- %l ----- \n", count);
menset (addr ess, 0, 16) ;

printf("Input Pointer address : ");
f get s(address, 16, stdin);

pointer = strtol (address,O0, 16);
printf("Pointer address : 9%\n", pointer);

printf("lInput Pointer text : ");
fgets(pointer, 16, stdin);
printf("Pointer text : %\n", pointer);
count ++;

scanf (" %", address);

Check the protection techniques of binary files.

checksec.sh

No RELRO

Partial
RELRO

gcc -WI,-z,norelro -o RELRO-NoRelro RELRO.c

| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ protecti on/ RELROs checksec.sh --file ./RELRO NoRelro

RELRO STACK CANARY NX PI E RPATH RUNPATH FI LE
No RELRO Canary found NX enabl ed No PIE No RPATH No RUNPATH ./RELRO-
NoRel r o

| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ prot ecti on/ RELRO$

gcc -WI,-z,relro -0 RELRO-Relro RELRO.c

| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ protecti on/ RELROs checksec.sh --file ./RELRO Rel ro

RELRO STACK CANARY NX Pl E RPATH RUNPATH FI LE
Partial RELRO Canary found NX enabl ed No PIE No RPATH No RUNPATH ./ RELRO
Relro

| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ protecti on/ RELRCS



Full RELRO

gcc -WI,-z,relro,-z,now -0 RELRO-FullRelro RELRO.c

| azencaOx0@bunt u: ~/ Docunent s/ Defini ti on/ protecti on/ RELRO$ checksec.sh --file ./RELRO Full Relro

RELRO
Full RELRO
Ful Il Rel ro

| azencaOx0@bunt u: ~/ Docurrent s/ Def i ni ti on/ prot ecti on/ RELRC$

Program header & Dynamic Section

STACK CANARY NX Pl E
Canary found

NX enabl ed No PIE

® RELRO "Program Header" "Dynamic Section"

© Partial RELRO

" 'Program Header' 'RELRO" .

® Readonly.
= Section

* INIT_ARRAY, FINI_ARRAY

" ,GOT .
© Full RELRO

® 'Program Header' 'RELRO' .

® Readonly.
= Section

* INIT_ARRAY, FINI_ARRAY, PLTGOT

® Section PLTRELSZ, PLTREL, JMPREL , 'BIND_NOW!', 'FLAGS_1' Section .

", GOT

Program header & Dynamic Section

No RELRO

./ RELRO NoRel r o
el f 64- x86- 64

file format

Pr ogr am Header :

PHDR of f 0x0000000000000040
vaddr 0x0000000000400040 paddr
0x0000000000400040 al i gn 2**3

filesz 0x00000000000001c0

mensz 0x00000000000001c0 flags r-x

| NTERP of f 0x0000000000000200
vaddr 0x0000000000400200 paddr
0x0000000000400200 al i gn 2**0

filesz 0x000000000000001c

mensz 0x000000000000001c flags r--

LOAD of f 0x0000000000000000
vaddr 0x0000000000400000 paddr
0x0000000000400000 al i gn 2**21

filesz 0x0000000000000a2c
mensz 0x0000000000000a2c flags r-x

LOAD of f 0x0000000000000a30
vaddr 0x0000000000600a30 paddr
0x0000000000600a30 al i gn 2**21

filesz 0x0000000000000250

mensz 0x0000000000000260 flags rw

DYNAM C of f 0x0000000000000a48
vaddr 0x0000000000600a48 paddr
0x0000000000600a48 al i gn 2**3

filesz 0x00000000000001d0

nensz 0x00000000000001d0 flags rw

NOTE of f 0x000000000000021¢c
vaddr 0x000000000040021c paddr
0x000000000040021c align 2**2

filesz 0x0000000000000044
nenmsz 0x0000000000000044 flags r--
EH FRAME of f 0x0000000000000900
vaddr 0x0000000000400900 paddr
0x0000000000400900 al i gn 2**2

filesz 0x0000000000000034

Partial RELRO

./ RELRO-Rel ro
el f 64- x86- 64

file format

Pr ogr am Header :

PHDR of f 0x0000000000000040
vaddr 0x0000000000400040 paddr
0x0000000000400040 align 2**3

filesz 0x00000000000001f 8

mensz 0x00000000000001f8 flags r-x

| NTERP of f 0x0000000000000238
vaddr 0x0000000000400238 paddr
0x0000000000400238 al i gn 2**0

filesz 0x000000000000001c

mensz 0x000000000000001c flags r--

LOAD of f 0x0000000000000000
vaddr 0x0000000000400000 paddr
0x0000000000400000 al i gn 2**21

filesz 0x0000000000000a5¢c
mensz 0x0000000000000a5c flags r-x

LOAD of f 0x0000000000000e10
vaddr 0x0000000000600e10 paddr
0x0000000000600e10 al i gn 2**21

filesz 0x0000000000000250

mensz 0x0000000000000260 flags rw

DYNAM C of f 0x0000000000000e28
vaddr 0x0000000000600e28 paddr
0x0000000000600e28 al i gn 2**3

filesz 0x00000000000001d0

nensz 0x00000000000001d0 flags rw

NOTE of f 0x0000000000000254
vaddr 0x0000000000400254 paddr
0x0000000000400254 al i gn 2**2

filesz 0x0000000000000044
nenmsz 0x0000000000000044 flags r--
EH FRAME of f 0x0000000000000930
vaddr 0x0000000000400930 paddr
0x0000000000400930 al i gn 2**2

filesz 0x0000000000000034

RPATH RUNPATH FI LE
No RPATH No RUNPATH ./RELRO
Full RELRO

./ RELRO Ful | Rel ro
el f 64- x86- 64

file format

Pr ogr am Header :

PHDR of f 0x0000000000000040
vaddr 0x0000000000400040 paddr
0x0000000000400040 al i gn 2**3

filesz 0x00000000000001f 8

mensz 0x00000000000001f8 flags r-x

| NTERP of f 0x0000000000000238
vaddr 0x0000000000400238 paddr
0x0000000000400238 al i gn 2**0

filesz 0x000000000000001c

mensz 0x000000000000001c flags r--

LOAD of f 0x0000000000000000
vaddr 0x0000000000400000 paddr
0x0000000000400000 al i gn 2**21

filesz 0x0000000000000a3c
mensz 0x0000000000000a3c flags r-x

LOAD of f 0x0000000000000dd0
vaddr 0x0000000000600dd0 paddr
0x0000000000600dd0 al i gn 2**21

filesz 0x0000000000000240

mensz 0x0000000000000250 flags rw

DYNAM C of f 0x0000000000000de8
vaddr 0x0000000000600de8 paddr
0x0000000000600de8 al i gn 2**3

filesz 0x00000000000001c0

nenmsz 0x00000000000001cO flags rw

NOTE of f 0x0000000000000254
vaddr 0x0000000000400254 paddr
0x0000000000400254 al i gn 2**2

filesz 0x0000000000000044
nenmsz 0x0000000000000044 flags r--
EH FRAME of f 0x0000000000000910
vaddr 0x0000000000400910 paddr
0x0000000000400910 al i gn 2**2

filesz 0x0000000000000034



mensz 0x0000000000000034 flags r--

STACK of f 0x0000000000000000
vaddr 0x0000000000000000 paddr
0x0000000000000000 al i gn 2**4

filesz 0x0000000000000000

mensz 0x0000000000000000 flags rw

Dynani ¢ Section
NEEDED
INIT
0x0000000000400538
FI'N
0x0000000000400884
I NI T_ARRAY
0x0000000000600a30
I NI T_ARRAYSZ
0x0000000000000008
FI NI _ARRAY
0x0000000000600a38
FI NI _ARRAYSZ
0x0000000000000008
GNU_HASH
0x0000000000400260
STRTAB
0x0000000000400378
SYMIAB
0x0000000000400288
STRSzZ
0x000000000000008d
SYMENT
0x0000000000000018
DEBUG
0x0000000000000000
PLTGOT
0x0000000000600c20
PLTRELSZ
0x00000000000000a8
PLTREL
0x0000000000000007
JMPREL
0x0000000000400490
RELA
0x0000000000400460
RELASZ
0x0000000000000030
RELAENT
0x0000000000000018
VERNEED
0x0000000000400420
VERNEEDNUM
0x0000000000000001
VERSYM
0x0000000000400406

libc.so.6

Ver si on References
required fromlibc.so.6
0x0d696917 0x00 04 GLIBC 2.7
0x0d696914 0x00 03 GLIBC 2.4
BC 2. 2.

0x09691a75 0x00 02 Gl 5

Overwrite test

No RELRO

mensz 0x0000000000000034 flags r--

STACK of f 0x0000000000000000
vaddr 0x0000000000000000 paddr
0x0000000000000000 al i gn 2**4

filesz 0x0000000000000000

mensz 0x0000000000000000 flags rw

RELRO of f 0x0000000000000e10
vaddr 0x0000000000600e10 paddr
0x0000000000600e10 al i gn 2**0

filesz 0x00000000000001f 0

mensz 0x00000000000001f0 flags r--

Dynani ¢ Section
NEEDED
INIT
0x0000000000400570
FI'N
0x00000000004008b4
I NI T_ARRAY
0x0000000000600e10
I NI T_ARRAYSZ
0x0000000000000008
FI' NI _ARRAY
0x0000000000600e18
FI NI _ARRAYSZ
0x0000000000000008
GNU_HASH
0x0000000000400298
STRTAB
0x00000000004003b0
SYMIAB
0x00000000004002c0
STRSZ
0x000000000000008d
SYMENT
0x0000000000000018
DEBUG
0x0000000000000000
PLTGOT
0x0000000000601000
PLTRELSZ
0x00000000000000a8
PLTREL
0x0000000000000007
JMPREL
0x00000000004004c8
RELA
0x0000000000400498
RELASZ
0x0000000000000030
RELAENT
0x0000000000000018
VERNEED
0x0000000000400458
VERNEEDNUM
0x0000000000000001
VERSYM
0x000000000040043e

libc.so.6

Ver si on Ref erences
required fromlibc.so.6
0x0d696917 0x00 04 GLIBC 2.7
0x0d696914 0x00 03 GLIBC 2.4
BC 2. 2.

0x09691a75 0x00 02 Gl 5

® " isoc99 scanf" GOT Address 0x600c68,

mensz 0x0000000000000034 flags r--

STACK of f 0x0000000000000000
vaddr 0x0000000000000000 paddr
0x0000000000000000 al i gn 2**4

filesz 0x0000000000000000

mensz 0x0000000000000000 flags rw

RELRO of f 0x0000000000000dd0
vaddr 0x0000000000600dd0 paddr
0x0000000000600dd0 al i gn 2**0

filesz 0x0000000000000230

mensz 0x0000000000000230 flags r--

Dynani ¢ Section
NEEDED
INIT
0x0000000000400590
FI'N
0x0000000000400894
I NI T_ARRAY
0x0000000000600dd0
I NI T_ARRAYSZ
0x0000000000000008
FI' NI _ARRAY
0x0000000000600dd8
FI NI _ARRAYSZ
0x0000000000000008
GNU_HASH
0x0000000000400298
STRTAB
0x00000000004003d0
SYMIAB
0x00000000004002e0
STRSZ
0x000000000000008d
SYMENT
0x0000000000000018
DEBUG
0x0000000000000000
PLTGOT
0x0000000000600f a8
RELA
0x00000000004004b8
RELASZ
0x00000000000000d8
RELAENT
0x0000000000000018
Bl ND_NOW
0x0000000000000000
FLAGS 1
0x0000000000000001
VERNEED
0x0000000000400478
VERNEEDNUM
0x0000000000000001
VERSYM
0x000000000040045e

libc.so.6

Ver si on References
required fromlibc.so.6
0x0d696917 0x00 04 GLIBC 2.7
0x0d696914 0x00 03 GLIBC 2.4
BC 2.2

0x09691a75 0x00 02 Gl 5



| azencaOx0@bunt u: ~/ Docurrent s/ Def i ni ti on/ protecti on/ RELRO$ gdb -q ./RELRO NoRelro
Readi ng synbols from./RELRO NoRelro...(no debuggi ng synbols found)...done.

gdb- peda$ el fsynbol __isoc99_scanf

Detail synmbol info

__isoc99_scanf @el oc = 0x6

__isoc99_scanf @It = 0x4005d0

__is0c99_scanf @ot = 0x600c68

gdb- peda$ x/gx 0x600c68

0x600c68: 0x00000000004005d6

gdb- peda$ r

Starting program /home/l azencaOx0/ Docunent s/ Defi nition/ protecti on/ RELRO RELRO NoRel ro
..... 1 -----

I nput Poi nter address : 600c68
Poi nter address : 0x600c68

I nput Pointer text : AAAA
Pointer text : AAAA

I nput Pointer address : "~C
Program received signal SIANT, Interrupt.

gdb- peda$ x/ gx 0x600c68
0x600c68: 0x0000000a41414141
gdb- peda$

o "_isoc99_scanf" '.got.plt' .
= ' got.plt’ 0x600c20 .
O (0x00600000 ~ 0x00601000) ‘W'



Check permission for memory

gdb- peda$ el f header

.interp = 0x400200

.note. ABl -tag = 0x40021c

.note.gnu.build-id

= 0x40023c

. gnu. hash = 0x400260

.dynsym = 0x400288
.dynstr = 0x400378

.gnu. versi on = 0x400406
.gnu.version_r = 0x400420
.rela.dyn = 0x400460

.rela.plt = 0x400490
.init = 0x400538
.plt = 0x400560
.plt.got = 0x4005e0
.text = 0x4005f0
.fini = 0x400884

.rodata = 0x400890

.eh_franme_hdr = 0x400900
.eh_frame = 0x400938
.init_array = 0x600a30
.fini _array = 0x600a38

.jecr = 0x600a40

.dynam ¢ = 0x600a48

.got = 0x600c18
.got.plt
.data = 0x600c70

. bss = 0x600c80
gdb- peda$ vmmap
Start

0x00400000

NoRel r o

0x00600000

NoRel r o

0x00601000
0x00007f f f f 720d000
0x00007f f f f 7bcd000
0x00007f f f f 7dcd000
0x00007f f ff 7dd1000
0x00007f f f f 7dd3000
0x00007f f ff 7dd7000
0x00007f f f f 7f d9000
0x00007f f f f 7f f 6000
0x00007f f f f 7f f 8000
0x00007f f f f 7f f a000
0x00007f f f f 7f f cO00
0x00007f f f f 7f f dOOO
0x00007ff f f 7f f €000
0x00007ffffffde00O
oxffffffffffe600000
gdb- peda$

Partial RELRO

= 0x600c20

End
0x00401000

0x00601000

0x00622000

0x00007f f ff7bcd000
0x00007f fff7dcd000
0x00007f f ff 7dd1000
0x00007f fff7dd3000
0x00007f f ff 7dd7000
0x00007f f f f 7df dOOO
0x00007ffff7f dcO0O
0x00007f f f f 7f f 8000
0x00007f f ff 7ffa000
0x00007ffff7ffc000
0x00007f f f f 7f f dOOO
0x00007ffff7ffe000
0x00007f f ff 7fff000
0x00007ffffffff00O
oxffffffffffe601000

Per m
r-xp

rwp

rwp
r-xp
---p
r--p
rwp
rwp
r-xp
rwp
rwp
r--p
r-xp
r--p
rwp
rwp
rwp
r-xp

Narme

/ hone/ | azenca0x0/ Docunent s/ Defi ni ti on/ protecti on/ RELRO RELRO

/' home/ | azenca0x0/ Docunent s/ Defi ni ti on/ prot ecti on/ RELRO RELRO-

[ heap]
/'1iblx86_64-I
/1iblx86_64-I
I1iblx86_64-1
/1ibl/x86_64-I
mapped
/1iblx86_64-1
mapped
mapped

[vvar]

[ vdso]
I1iblx86_64-1
/1ibl/x86_64-I
mapped

[ stack]
[vsyscal | ]

e " is0c99 scanf" GOT Address 0x601048,

nux-gnu/ l'i bc-2.23.so
nux-gnu/libc-2.23.so
nux-gnu/ li bc-2.23.so
nux-gnu/ libc-2.23.so

nux-gnu/ | d-2. 23. so

nux- gnu/ | d- 2. 23. so
nux- gnu/ | d-2. 23. so



| azencaOx0@bunt u: ~/ Docurrent s/ Def i ni ti on/ protection/ RELRO$ gdb -q ./RELRO Relro
Readi ng synbols from./RELRO Relro...(no debuggi ng synbols found)...done.

gdb- peda$ el fsynbol __isoc99_scanf

Detail synmbol info

__isoc99_scanf @el oc = 0x6

__isoc99_scanf @It = 0x400600

__is0c99_scanf @ot = 0x601048

gdb- peda$ x/gx 0x601048

0x601048: 0x0000000000400606

gdb- peda$ r

Starting program /home/l azencaOx0/ Docunent s/ Defi nition/ protecti on/ RELRO RELRO Rel ro
..... 1 -----

I nput Poi nter address : 601048
Poi nter address : 0x601048

I nput Pointer text : AAAA
Pointer text : AAAA

I nput Pointer address : "~C
Program received signal SIANT, Interrupt.

gdb- peda$ x/gx 0x601048
0x601048: 0x0000000a41414141
gdb- peda$

o 'got.plt 0x601000 .
©  RELRO
" (0x600000 ~ 0x601000 r--p.
® init_array, .fini_array, .jcr, .dynamic, .got .
" 0x601000 ~ 0x602000 rw-p .
* _got.plt, .
®  .got.plt



Check permission for memory

gdb- peda$ el f header

.interp = 0x400238

.note. ABl -tag = 0x400254

.note.gnu.build-id

= 0x400274

. gnu. hash = 0x400298

.dynsym = 0x4002c0
.dynstr = 0x4003b0

.gnu. versi on = 0x40043e
.gnu.version_r = 0x400458
.rela.dyn = 0x400498

.rela.plt = 0x4004c8
.init = 0x400570
.plt = 0x400590
.plt.got = 0x400610
.text = 0x400620
.fini = 0x4008b4

.rodata = 0x4008c0

.eh_franme_hdr = 0x400930
.eh_frame = 0x400968
.init_array = 0x600el0
.fini _array = 0x600e18

.jecr = 0x600e20

.dynam ¢ = 0x600e28

.got = 0x600ff8
.got.plt
.data = 0x601050
. bss = 0x601060
gdb- peda$ vmmap

= 0x601000

Start End Perm Nane
0x00400000 0x00401000 r-xp / hone/ | azenca0x0/ Docunent s/ Defi ni ti on/ protecti on/ RELRO RELRO
Relro
0x00600000 0x00601000 r--p /' home/ | azenca0x0/ Docunent s/ Defi ni ti on/ prot ecti on/ RELRO RELRO-
Relro
0x00601000 0x00602000 rwp / home/ | azenca0x0/ Docunent s/ Defi ni ti on/ protecti on/ RELRO RELRO-
Relro
0x00602000 0x00623000 rwp [ heap]
0x00007f fff7a0d000 0x00007f fff7bcd000 r-xp /11iblx86_64-1inux-gnu/libc-2.23.s0
0x00007ffff7bcd000 0x00007ffff7dcd000 ---p /1ib/x86_64-1inux-gnu/libc-2.23.s0
0x00007f f f f 7dcdOO0 0x00007f f f f 7dd1000 r--p /11 b/ x86_64-1inux-gnu/libc-2.23.so0
0x00007ffff7dd1000 0x00007ffff7dd3000 rwp /11ibl/x86_64-1inux-gnu/libc-2.23.s0
0x00007f f f f 7dd3000 0x00007ff ff7dd7000 rw p mapped
0x00007ffff7dd7000 0x00007ffff7df dOOO r-xp /1ibl/x86_64-1inux-gnu/ld-2.23.s0
0x00007ffff7fd9000 0x00007ffff7fdcO00 rwp mapped
0x00007f f ff7ff 6000 0x00007ffff7ff8000 rwp mapped
0x00007ffff7ff8000 0x00007ffff7ffa0d00 r--p [vvar]
0x00007ffff7ffa000 0x00007ffff7ffc000 r-xp [ vdso]
0x00007f f f f7ffcO00 0x00007ffff7ffd0O00 r--p /1i b/ x86_64-1inux-gnu/ld-2.23.s0
0x00007ffff7ffd0O00 0x00007ffff7ffe000 rwp /1ibl/x86_64-1inux-gnu/ld-2.23.s0
0x00007f f ff7ffe000 0x00007ffff7fff000 rwp mapped
0x00007ffffffde000 Ox00007ffffffffO0O0 rwp [ stack]
Oxffffffffffe00000 Oxffffffffffo601000 r-xp [vsyscal | ]
gdb- peda$
Full RELRO
* GOT .
© ' isoc99_scanf'
L]

O 0x4007fd 0x4005f8 .

O 0x4005f8 "rip+0x2009fa" .

© "rip+0x2009fa" 0x600ff8, 0x00007ffff7a784d0 .

o]

0x00007ffff7a784d0 __isoc99_scanf

| azencaOx0@bunt u: ~/ Docunent s/ Defi ni ti on/ protecti on/ RELROs gdb -q ./RELRO Full Relro
Readi ng synmbols from./RELRO Ful | Relro...(no debuggi ng synmbol s found)...done
gdb- peda$ el fsynbol __isoc99_ scanf



__is0c99_scanf': no match found
gdb- peda$ di sassenbl e main
Dunp of assenbl er code for function main

0x00000000004006f 6 <+0>: push rbp

0x00000000004006f 7 <+1>: nmov rbp, rsp
0x00000000004006f a <+4>: sub rsp, 0x30
0x00000000004006f e <+8>: nmov rax, QAMORD PTR fs: 0x28
0x0000000000400707 <+17>: nmov QAORD PTR [rbp-0x8], rax
0x000000000040070b <+21>: xor eax, eax
0x000000000040070d <+23>: nmov DWORD PTR [rbp-0x2c], Ox1
0x0000000000400714 <+30>: jnmp 0x4007e2 <mai n+236>
0x0000000000400719 <+35>: nov eax, DWORD PTR [ r bp- 0x2c]
0x000000000040071c <+38>: mv esi , eax
0x000000000040071e <+40>: nov edi , 0x4008a4
0x0000000000400723 <+45>: nmov eax, 0x0
0x0000000000400728 <+50>: call 0x4005c8
0x000000000040072d <+55>: I ea rax, [ rbp- 0x20]
0x0000000000400731 <+59>: nmov edx, 0x10
0x0000000000400736 <+64>: nov esi, 0x0
0x000000000040073b <+69>: nmov rdi, rax
0x000000000040073e <+72>: cal | 0x4005d0
0x0000000000400743 <+77>: nov edi , 0x4008b4
0x0000000000400748 <+82>: nov eax, 0x0
0x000000000040074d <+87>: cal | 0x4005c8
0x0000000000400752 <+92>: nov rdx, QMORD PTR [ri p+0x2008b7] # 0x601010 <stdi n@asLl BC 2. 2. 5>
0x0000000000400759 <+99>: |l ea rax, [ r bp- 0x20]
0x000000000040075d <+103>: nov esi, 0x10
0x0000000000400762 <+108>: nmov rdi, rax
0x0000000000400765 <+111>: call 0x4005e0
0x000000000040076a <+116>: | ea rax, [ rbp- 0x20]
0x000000000040076e <+120>: nov edx, 0x10
0x0000000000400773 <+125>: nov esi, 0x0
0x0000000000400778 <+130>: nov rdi, rax
0x000000000040077b <+133>: nov eax, 0x0
0x0000000000400780 <+138>: call 0x4005f 0
0x0000000000400785 <+143>: cdge

0x0000000000400787 <+145>: nov QAORD PTR [rbp-0x28], rax
0x000000000040078b <+149>: nov rax, QAMORD PTR [r bp- 0x28]
0x000000000040078f <+153>: nmov rsi,rax
0x0000000000400792 <+156>: nov edi , 0x4008cd
0x0000000000400797 <+161>: nov eax, 0x0
0x000000000040079c <+166>: cal | 0x4005c8
0x00000000004007al <+171>: nov edi , 0x4008e3
0x00000000004007a6 <+176>: mov eax, 0x0
0x00000000004007ab <+181>: cal | 0x4005c8
0x00000000004007b0 <+186>: nov rdx, QMORD PTR [ri p+0x200859] # 0x601010 <stdi n@as.l BC 2. 2. 5>
0x00000000004007b7 <+193>: nov rax, QMORD PTR [ rbp- 0x28]
0x00000000004007bb <+197>: nov esi, 0x10
0x00000000004007c0 <+202>: nov rdi, rax
0x00000000004007c3 <+205>: cal | 0x4005e0
0x00000000004007c8 <+210>: nov rax, QMORD PTR [ rbp- 0x28]
0x00000000004007cc <+214>: mv rsi,rax
0x00000000004007cf <+217>: nov edi , 0x4008f 9
0x00000000004007d4 <+222>: nov eax, 0x0
0x00000000004007d9 <+227>: call 0x4005c8
0x00000000004007de <+232>: add DWORD PTR [rbp-0x2c], Ox1
0x00000000004007e2 <+236>: cnp DWORD PTR [ rbp-0x2c], 0x64
0x00000000004007e6 <+240>: jne 0x400719 <mai n+35>
0x00000000004007ec <+246>: | ea rax, [ rbp- 0x20]
0x00000000004007f 0 <+250>: nmov rsi,rax
0x00000000004007f 3 <+253>: nov edi , 0x40090c
0x00000000004007f 8 <+258>: nov eax, 0x0
0x00000000004007fd <+263>: call 0x4005f 8
0x0000000000400802 <+268>: nop

0x0000000000400803 <+269>: nov rax, QMORD PTR [r bp- 0x8]
0x0000000000400807 <+273>: xor rax, QMORD PTR fs: 0x28
0x0000000000400810 <+282>: je 0x400817 <mai n+289>
0x0000000000400812 <+284>: call 0x4005c0
0x0000000000400817 <+289>: | eave

0x0000000000400818 <+290>: ret

End of assenbl er dunp.



gdb- peda$ r
Starting program /home/l azencaOx0/ Docunent s/ Defi nition/protecti on/ RELRO RELRO Ful | Rel ro

I nput Poi nter address : "~C
Program recei ved signal SIGNT, Interrupt.

gdb- peda$ x/i 0x4005f8

0x4005f 8: jmp QWORD PTR [ri p+0x2009f a] # 0x600ff8
gdb- peda$ x/ gx 0x600ff8
0x600f f 8: 0x00007f f f f 7a784d0
gdb- peda$ x/5i 0x00007ffff7a784d0
Ox7ffff7a784d0 <__i soc99_scanf>: push r bx
Ox7ffff7a784dl <_ i soc99_scanf+1>: nov r10, rdi
Ox7ffff7a784d4 <__isoc99_scanf +4>: sub rsp, 0xdo
Ox7ffff7a784db <__isoc99_scanf+11>: test al , al
Ox7ffff7a784dd <__isoc99_scanf+13>: nov QAORD PTR [rsp+0x28], rsi
gdb- peda$

® No RELRO, Partial RELRO .
°  rela.plt, .got.plt



Check permission for memory

gdb- peda$ el f header

.interp = 0x400238

.note. ABl -tag = 0x400254

.note.gnu.build-id

= 0x400274

. gnu. hash = 0x400298

.dynsym = 0x4002e0
.dynstr = 0x4003d0

.gnu. versi on = 0x40045e
.gnu.version_r = 0x400478
.rela.dyn = 0x4004b8

.init = 0x400590
.plt = 0x4005b0
.plt.got = 0x4005c0
.text = 0x400600
.fini = 0x400894

.rodata = 0x4008a0

.eh_frame_hdr = 0x400910
.eh_frame = 0x400948
.init_array = 0x600dd0
.fini_array = 0x600dd8

.jcr = 0x600de0

.dynam ¢ = 0x600de8

.got = 0x600f a8
.data = 0x601000

. bss = 0x601010
gdb- peda$ vmmap
Start

0x00400000
FullRelro
0x00600000
FullRelro
0x00601000

Full Relro
0x00602000
0x00007f f f f 720d000
0x00007f f f f 7bcd000
0x00007f f f f 7dcd000
0x00007f f ff 7dd1000
0x00007f f f f 7dd3000
0x00007f f ff 7dd7000
0x00007f f f f 7f d9000
0x00007f f f f 7f f 6000
0x00007f f f f 7f f 8000
0x00007f f f f 7f f a000
0x00007f f f f 7f f cO00
0x00007f f f f 7f f dOOO
0x00007ff f f 7f f €000
0x00007ffffffde00O
oxffffffffffe600000
gdb- peda$

Comparison of function calls

End
0x00401000

0x00601000

0x00602000

0x00623000

0x00007f f ff7bcd000
0x00007f fff7dcd000
0x00007f f ff 7dd1000
0x00007f fff7dd3000
0x00007f f ff 7dd7000
0x00007f f f f 7df dOOO
0x00007ffff7f dcO0O
0x00007f f f f 7f f 8000
0x00007f f ff 7ffa000
0x00007ffff7ffc000
0x00007f f f f 7f f dOOO
0x00007ffff7ffe000
0x00007f f ff 7fff000
0x00007ffffffff00O
oxffffffffffe601000

Partial RELRO

© main printf

0x4005b0 .

0x4005b0 ".plt" .

Per m
r-xp

r--p

rwp

rwp
r-xp
---p
r--p
rwp
rwp
r-xp
rwp
rwp
r--p
r-xp
r--p
rwp
rwp
rwp
r-xp

= " plt" 0x400590 ~ 0x400610 .

© 0x4005b0 “jmp QWORD PTR [rip+0x200a6a]" .

0x601020 JUMP .

Narme

/ homre/ | azencaOx0/ Docunent s/ Def i ni ti on/ protecti on/ RELRO RELRO
/ hone/ | azenca0x0/ Docunent s/ Defi ni ti on/ protecti on/ RELRO RELRO

/' home/ | azenca0x0/ Docunent s/ Defi ni ti on/ prot ecti on/ RELRO RELRO-

[ heap]
/'1iblx86_64-I
/1iblx86_64-I
I1iblx86_64-1
/1ibl/x86_64-I
mapped
/1iblx86_64-1
mapped
mapped

[vvar]

[ vdso]
I1iblx86_64-1
/1ibl/x86_64-I
mapped

[ stack]
[vsyscal | ]

nux-gnu/ l'i bc-2.23.so
nux-gnu/libc-2.23.so
nux-gnu/ li bc-2.23.so
nux-gnu/ libc-2.23.so

nux-gnu/ | d-2. 23. so

nux- gnu/ | d- 2. 23. so
nux- gnu/ | d-2. 23. so



*  0x601020 ".got.plt" .

* "got.plt" 0x601000 ~ 0601050 .

" 0x601020 Lplt'.

® printf  Stub ("printf@plt+6")
= printf  0x601020(".got.plt") printf

© | Partial RELRO ".got.plt" Write

function call of "Partial RELRO"

| azencaOx0@bunt u: ~/ Docunent s/ Definiti on/ protecti on/ RELRO$ gdb -q ./RELRO-Relro

gdb- peda$ di sassenbl e main

Dunp of assenbler code for function nmain

0x0000000000400716 <+0>

0x0000000000400717 <+1>

0x000000000040071a <+4>

0x000000000040071e <+8>

0x0000000000400727 <+17>
0x000000000040072b <+21>
0x000000000040072d <+23>
0x0000000000400734 <+30>
0x0000000000400739 <+35>
0x000000000040073c <+38>
0x000000000040073e <+40>
0x0000000000400743 <+45>
0x0000000000400748 <+50>
0x000000000040074d <+55>
0x0000000000400751 <+59>
0x0000000000400756 <+64>
0x000000000040075b <+69>
0x000000000040075e <+72>
0x0000000000400763 <+77>
0x0000000000400768 <+82>
0x000000000040076d <+87>
0x0000000000400772 <+92>
0x0000000000400779 <+99>
0x000000000040077d <+103>
0x0000000000400782 <+108>
0x0000000000400785 <+111>
0x000000000040078a <+116>
0x000000000040078e <+120>
0x0000000000400793 <+125>
0x0000000000400798 <+130>
0x000000000040079b <+133>
0x00000000004007a0 <+138>
0x00000000004007a5 <+143>
0x00000000004007a7 <+145>
0x00000000004007ab <+149>
0x00000000004007af <+153>
0x00000000004007b2 <+156>
0x00000000004007b7 <+161>
0x00000000004007bc <+166>
0x00000000004007c1l <+171>
0x00000000004007c6 <+176>
0x00000000004007cb <+181>
0x00000000004007d0 <+186>
0x00000000004007d7 <+193>
0x00000000004007db <+197>
0x00000000004007e0 <+202>
0x00000000004007e3 <+205>
0x00000000004007e8 <+210>
0x00000000004007ec <+214>
0x00000000004007ef <+217>
0x00000000004007f 4 <+222>
0x00000000004007f9 <+227>
0x00000000004007f e <+232>
0x0000000000400802 <+236>
0x0000000000400806 <+240>
0x000000000040080c <+246>
0x0000000000400810 <+250>
0x0000000000400813 <+253>

push
nov
sub

".got.plt’

rbp

rbp, rsp

rsp, 0x30

rax, QAMORD PTR fs: 0x28
QNORD PTR [ r bp-0x8], rax

eax, eax

DWORD PTR [rbp-0x2c], Ox1

0x400802 <nami n+236>

eax, DWORD PTR [ r bp- 0x2c]

esi, eax
edi , 0x4008c4
eax, 0x0

0x4005b0 <printf@lt>

rax, [ r bp- 0x20]
edx, 0x10

esi, 0x0

rdi, rax

0x4005c0 <nenset @l t>

edi, 0x4008d4
eax, 0x0

0x4005b0 <printf@lt>
rdx, QMORD PTR [ri p+0x2008e7]

rax, [ r bp- 0x20]
esi, 0x10
rdi, rax

0x4005e0 <fgets@lt>

rax, [ rbp- 0x20]
edx, 0x10

esi, 0x0

rdi, rax

eax, 0x0

0x4005f0 <strtol @lt>

QAORD PTR [ rbp-0x28], rax
rax, QMORD PTR [r bp- 0x28]

rsi,rax
edi , 0x4008ed
eax, 0x0

0x4005b0 <printf@lt>

edi, 0x400903
eax, 0x0

0x4005b0 <printf@lt>
rdx, QAMORD PTR [ri p+0x200889]
rax, QMORD PTR [ rbp- 0x28]

esi, 0x10
rdi, rax

0x4005e0 <fgets@lt>
rax, QMORD PTR [r bp- 0x28]

rsi,rax
edi , 0x400919
eax, 0x0

0x4005b0 <printf@lt>
DWORD PTR [rbp-0x2c], 0x1
DWORD PTR [rbp-0x2c], 0x64

0x400739 <mai n+35>
rax, [ rbp-0x20]
rsi,rax

edi , 0x40092¢c

# 0x601060 <stdi n@adsll BC 2. 2. 5>

# 0x601060 <stdi n@asLl BC 2. 2. 5>



0x0000000000400818 <+258>: nov eax, 0x0

0x000000000040081d <+263>: cal | 0x400600 <__isoc99_scanf @l t>
0x0000000000400822 <+268>: nop

0x0000000000400823 <+269>: nmov rax, QMORD PTR [ r bp- 0x8]
0x0000000000400827 <+273>: xor rax, QMORD PTR fs: 0x28
0x0000000000400830 <+282>: je 0x400837 <nmi n+289>
0x0000000000400832 <+284>: cal | 0x4005a0 <__stack_chk_fail @l t>
0x0000000000400837 <+289>: | eave

0x0000000000400838 <+290>: ret

End of assenbler dunp.
Readi ng synmbols from./RELRO-Relro...(no debuggi ng synbols found)...done
gdb- peda$ el f header
.interp = 0x400238
.note. ABl -tag = 0x400254
.note.gnu. build-id = 0x400274
. gnu. hash = 0x400298
.dynsym = 0x4002c0
.dynstr = 0x4003b0
.gnu. version = 0x40043e
.gnu. version_r = 0x400458
.rela.dyn = 0x400498
.rela.plt = 0x4004c8
.init = 0x400570
.plt = 0x400590
.plt.got = 0x400610
.text = 0x400620
.fini = 0x4008b4
.rodata = 0x4008c0
.eh_frame_hdr = 0x400930
.eh_frane = 0x400968
.init_array = 0x600e10
.fini_array = 0x600e18
.jer = 0x600e20
.dynam ¢ = 0x600e28
.got = 0x600ff8
.got.plt = 0x601000
.data = 0x601050
.bss = 0x601060
gdb- peda$ x/i 0x4005b0
0x4005b0 <printf@lt>: jmp QAORD PTR [ri p+0x200a6a] # 0x601020
gdb- peda$ x/ gx 0x601020
0x601020: 0x00000000004005b6
gdb- peda$ x/i 0x00000000004005b6
0x4005b6 <printf @l t+6>: push 0x1
gdb- peda$ r
Starting program /home/l azencaOx0/ Docunment s/ Defi nition/ protecti on/ RELRO RELRO Rel ro

I nput Poi nter address : "~C
Program recei ved signal SIANT, Interrupt.

gdb- peda$ x/gx 0x601020

0x601020: 0x00007f f f f 7262800
gdb- peda$ x/5i 0x00007ffff7a62800
Ox7ffff7a62800 <_ _printf>: sub rsp, 0xd8
Ox7ffff7a62807 <__printf+7>: t est al , al
Ox7ffff7a62809 <_ printf+9>: nov QAORD PTR [rsp+0x28], rsi
Ox7ffff7a6280e <_ printf+14>: nov QAORD PTR [rsp+0x30], rdx
Ox7ffff7a62813 <__printf+19>: nmov QAORD PTR [rsp+0x38], rcx
gdb- peda$ vmmap
Start End Perm Nanme
0x00400000 0x00401000 r-xp / home/ | azencaOx0/ Docunent s/ Def i ni ti on/ protecti on/ RELRO RELRO-
Relro
0x00600000 0x00601000 r--p / hone/ | azenca0x0/ Docunent s/ Defi ni ti on/ protecti on/ RELRO RELRO
Relro
0x00601000 0x00602000 rwp /' home/ | azenca0x0/ Docunent s/ Defi ni ti on/ prot ecti on/ RELRO RELRO-
Relro
0x00602000 0x00623000 rwp [ heap]
0x00007ffff7a0d000 0x00007ffff7bcd000 r-xp /1ib/x86_64-1inux-gnu/libc-2.23.s0
0x00007f f f f 7Tbcd0OO0 0x00007ffff7dcd000 ---p /1i b/ x86_64-1inux-gnu/libc-2.23.so0

0x00007ffff7dcd000 0x00007ffff7dd1000 r--p /1iblx86_64-1inux-gnu/libc-2.23.s0



0x00007ffff7dd1000 0x00007ffff7dd3000 rw p /1iblx86_64-1inux-gnu/libc-2.23.s0
0x00007ffff7dd3000 0x00007ffff7dd7000 rwp mapped

0x00007f f ff7dd7000 0x00007f fff7df dOOO r-xp /1i b/ x86_64-1inux-gnu/ld-2.23.s0
0x00007ffff7fd9000 0x00007ffff7fdc000 rwp mapped

0x00007ffff7ff 6000 0x00007ffff7ff8000 rwp mapped

0x00007f f f f 7f f 8000 0x00007ffff7ffa0d00 r--p [vvar]

0x00007ffff7ffa000 0x00007ffff7ffc000 r-xp [ vdso]

0x00007ffff7ffc000 0x00007ffff7ffdO0O0 r--p /11 b/ x86_64-1inux-gnu/ld-2.23.so
0x00007ffff7ffd0O00 Ox00007ffff7ffe000 rwp /1iblx86_64-1inux-gnu/ld-2.23.so
0x00007ffff7ffe000 0x00007ffff7fff000 rwp mapped

0x00007f fffffde0OOO Ox00007ffffffff0O00 rwp [ st ack]

oxffffffffffe00000 Oxffffffffffo601000 r-xp [vsyscal | ]

gdb- peda$

main scanf  0x400600(".plt") .

0x400600 “jmp QWORD PTR [rip+0x200a42]" , 0x601048
0x601048 0x400606, Stub .

scanf 0x601048(".got.plt") scanf

Partial RELRO Lazy binding ".got.plt"

ooooo00

GOT area of uncalled function

gdb- peda$ x/i 0x400600
0x400600 <__isoc99_scanf @l t>:
gdb- peda$ x/gx 0x601048
0x601048: 0x0000000000400606
gdb- peda$ x/2i 0x0000000000400606
0x400606 <__isoc99_scanf @l t +6>:
0x40060b <__isoc99_scanf @l t +11>:
gdb- peda$

jnp QAORD PTR [ri p+0x200a42] # 0x601048

0x6
0x400590

push
jmp

Full RELRO

© main printf  0x4005c8 .
= 0x4005c8 ".plt.got" .
= " plt.got" 0x4005c0 ~ 0x400600 .

© 0x4005c8 "jmp QWORD PTR [rip+0x2009fa]" .
= 0x600fc8 JUMP .

®  (0x600fc8 ".got" .
® ".got.plt" 0x600fa8 ~ 0x601000.
= 0x600fc8

®  printf .
= printf  0x600fc8(".got") printf
© | Full RELRO ".got" Read-only ".got"

function call of "Full RELRO"

| azencaOx0@bunt u: ~/ Docunent s/ Definiti on/ protecti on/ RELRO$ gdb -q ./RELRO- Full Relro
Readi ng synmbols from./RELRO Ful |l Rel ro...(no debuggi ng synbols found)...done.
gdb- peda$ di sassenbl e main

Dunp of assenbler code for function nain:

0x00000000004006f 6 <+0>: push rbp

0x00000000004006f 7 <+1>: nov rbp, rsp
0x00000000004006f a <+4>; sub rsp, 0x30
0x00000000004006f e <+8>: nov rax, QMORD PTR fs: 0x28
0x0000000000400707 <+17>: nov QAORD PTR [rbp-0x8], rax
0x000000000040070b <+21>: xor eax, eax
0x000000000040070d <+23>: nov DWORD PTR [rbp-0x2c], 0x1
0x0000000000400714 <+30>: jmp 0x4007e2 <mai n+236>
0x0000000000400719 <+35>: nmov eax, DWORD PTR [ r bp- 0x2c]
0x000000000040071c <+38>: mv esi , eax
0x000000000040071e <+40>: nov edi , 0x4008a4



0x0000000000400723 <+45>: nov eax, 0x0

0x0000000000400728 <+50>: call 0x4005c8
0x000000000040072d <+55>: lea rax, [ rbp- 0x20]
0x0000000000400731 <+59>: nov edx, 0x10
0x0000000000400736 <+64>: nov esi, 0x0
0x000000000040073b <+69>: nov rdi, rax
0x000000000040073e <+72>: call 0x4005d0
0x0000000000400743 <+77>: nov edi , 0x4008b4
0x0000000000400748 <+82>: nov eax, 0x0
0x000000000040074d <+87>: call 0x4005c8
0x0000000000400752 <+92>: nov rdx, QAMORD PTR [ri p+0x2008b7] # 0x601010 <stdi n@as.l BC 2. 2. 5>
0x0000000000400759 <+99>: | ea rax, [ r bp- 0x20]
0x000000000040075d <+103>: nmov esi, 0x10
0x0000000000400762 <+108>: nov rdi, rax
0x0000000000400765 <+111>: call 0x4005e0
0x000000000040076a <+116>: | ea rax, [ rbp- 0x20]
0x000000000040076e <+120>: nmov edx, 0x10
0x0000000000400773 <+125>: nmov esi, 0x0
0x0000000000400778 <+130>: nov rdi, rax
0x000000000040077b <+133>: nmov eax, 0x0
0x0000000000400780 <+138>: call 0x4005f0
0x0000000000400785 <+143>: cdge

0x0000000000400787 <+145>: nmov QAORD PTR [rbp-0x28], rax
0x000000000040078b <+149>: nmov rax, QAMORD PTR [ r bp- 0x28]
0x000000000040078f <+153>: nmov rsi,rax
0x0000000000400792 <+156>: nmov edi , 0x4008cd
0x0000000000400797 <+161>: nov eax, 0x0
0x000000000040079¢c <+166>: call 0x4005c8
0x00000000004007al1 <+171>: nmov edi, 0x4008e3
0x00000000004007a6 <+176>: nov eax, 0x0
0x00000000004007ab <+181>: call 0x4005c8
0x00000000004007b0 <+186>: nov rdx, QMORD PTR [ri p+0x200859] # 0x601010 <stdi n@as.l BC 2. 2. 5>
0x00000000004007b7 <+193>: nmov rax, QMORD PTR [ r bp- 0x28]
0x00000000004007bb <+197>: nmov esi, 0x10
0x00000000004007c0 <+202>: nov rdi, rax
0x00000000004007c3 <+205>: call 0x4005e0
0x00000000004007c8 <+210>: nmov rax, QMORD PTR [ r bp- 0x28]
0x00000000004007cc <+214>: nov rsi,rax
0x00000000004007cf <+217>: nmov edi, 0x4008f 9
0x00000000004007d4 <+222>: nmov eax, 0x0
0x00000000004007d9 <+227>: call 0x4005c8
0x00000000004007de <+232>: add DWORD PTR [ r bp- 0x2c], 0x1
0x00000000004007e2 <+236>: cnp DWORD PTR [rbp-0x2c], 0x64
0x00000000004007e6 <+240>: j ne 0x400719 <mmi n+35>
0x00000000004007ec <+246>: | ea rax, [ rbp- 0x20]
0x00000000004007f 0 <+250>: nov rsi,rax
0x00000000004007f 3 <+253>: nmov edi , 0x40090c
0x00000000004007f 8 <+258>: nmov eax, 0x0
0x00000000004007f d <+263>: call 0x4005f 8
0x0000000000400802 <+268>: nop

0x0000000000400803 <+269>: nov rax, QMORD PTR [r bp- 0x8]
0x0000000000400807 <+273>: xor rax, QMORD PTR fs: 0x28
0x0000000000400810 <+282>: je 0x400817 <mmi n+289>
0x0000000000400812 <+284>: call 0x4005c0
0x0000000000400817 <+289>: | eave

0x0000000000400818 <+290>: ret

End of assenbl er dunp.
gdb- peda$ el f header
.interp = 0x400238
.note. ABl -tag = 0x400254
.note.gnu. build-id = 0x400274
. gnu. hash = 0x400298
.dynsym = 0x4002e0
.dynstr = 0x4003d0

.gnu. version = 0x40045e
.gnu.version_r = 0x400478
.rela.dyn = 0x4004b8
.init = 0x400590

.plt = 0x4005b0

.plt.got = 0x4005c0

.text = 0x400600



= 0x400894
0x4008a0

Cfini
.rodata

.eh_frame_hdr = 0x400910
.eh_frame = 0x400948
.init_array = 0x600dd0
.fini _array = 0x600dd8

.jcr = 0x600de0

.dynam ¢ = 0x600de8
.got = 0x600f a8
.data = 0x601000
.bss = 0x601010
gdb- peda$ x/i 0x4005c8
0x4005c8: jmp QWORD PTR [ri p+0x2009f a]
gdb- peda$ x/gx 0x600fc8
0x600f c8: 0x0000000000000000
gdb- peda$ r
Starting program /hone/l azencaOx0/ Docunent s/ Defi nition/protecti on/ RELRO RELRO Ful | Relro
..... 1 -----
I nput Pointer address : ~C
Program recei ved signal SIG NT, Interrupt.
gdb- peda$ x/ gx 0x600fc8
0x600f c8: 0x00007f f f f 7262800
gdb- peda$ x/5i 0x00007ffff7a62800
Ox7ffff7a62800 <_ printf>: sub rsp, 0xds
Ox7ffff7a62807 <__printf+7>: t est al , al
Ox7ffff7a62809 <__printf+9>: nov QAORD PTR [rsp+0x28], rsi
Ox7ffff7a6280e <_ printf+14>: nov QAORD PTR [ rsp+0x30], rdx
Ox7ffff7a62813 <_ printf+19>: nov QAORD PTR [rsp+0x38], rcx
gdb- peda$ vmmap
Start End Perm Nane
0x00400000 0x00401000 r-xp
Ful I Relro
0x00600000 0x00601000 r--p
Full Relro
0x00601000 0x00602000 rwp
Ful I Relro
0x00602000 0x00623000 rwp [ heap]
0x00007f f f f 72a0d000 0x00007f f f f 7bcd000 r - xp /1iblx86_64-1i
0x00007f f f f 7Tbcd0OO0 0x00007ffff7dcd000 ---p /1ibl/x86_64-1i
0x00007f f f f 7dcdOO0 0x00007f f f f 7dd1000 r--p /1ibl/x86_64-1i
0x00007f f f f 7dd1000 0x00007f f f f 7dd3000 rw p I1iblx86_64-1i
0x00007f f f f 7dd3000 0x00007ff ff7dd7000 rw p mapped
0x00007f f ff 7dd7000 0x00007f f f f 7df dOOO r - xp /1ibl/x86_64-1i
0x00007ffff7fd9000 0x00007ffff7fdcO00 rwp mapped
0x00007f f ff7ff 6000 0x00007ffff7ff8000 rwp mapped
0x00007ffff7ff8000 0x00007ffff7ffa0d00 r--p [vvar]
0x00007ffff7ffa000 0x00007ffff7ffc000 r-xp [ vdso]
0x00007f f f f7f f cOO0 0x00007ffff7ffd0O00 r--p /1ibl/x86_64-1i
0x00007f f f f 7f f dOOO 0x00007ffff 7ffe000 rwp I1iblx86_64-1i
0x00007f f ff7ffe000 0x00007ffff7fff000 rwp mapped
0x00007ffffffde000 Ox00007ffffffffO0O0 rwp [ stack]
Oxffffffffffe00000 Oxffffffffffo601000 r-xp [vsyscal | ]
gdb- peda$
i GOT .
© main scanf  0x4005f8(".plt.got") .
O 0x4005f8 "jmp QWORD PTR [rip+0x2009fa]" , 0x600ff8
© 0x600ff8 0x00007ffff7a784d0, scanf
© Full RELRO Now binding ".got" .

GOT area of uncalled function

gdb- peda$ x/i
0x4005f 8:

0x4005f 8

jmp

gdb- peda$ x/ gx 0x600ff8

0x600f f 8:
gdb- peda$

0x00007f f f f 7a784d0

QAORD PTR [ ri p+0x2009f a]

/ hone/ | azenca0Ox0/ Docunent s/ Defi ni ti on/ protecti on/ RELRO RELRO-
/' home/ | azenca0x0/ Docunent s/ Defi ni ti on/ prot ecti on/ RELRO RELRO-

/ home/ | azenca0x0/ Docunent s/ Defi ni ti on/ protecti on/ RELRO RELRO-

# 0x600f c8

nux- gnu/ l'i bc-2. 23.
nux-gnu/ l'i bc-2. 23.
nux-gnu/ | i bc- 2. 23.
nux-gnu/ l'i bc-2. 23.

nux- gnu/ I d- 2. 23. so

nux-gnu/ |l d- 2. 23. so
nux-gnu/ | d-2. 23. so

# 0x600ff8

SO
SO
SO
SO



@ Calling the printf function

® printf .
Partial RELRO Full RELRO
main() call 0x4005b0 <printf@plt> main() call 0x4005c8

plt(printf@plyy  ImP QWORD PTR [rip+0x200a6a] # 0x601020 it 4ot(0x4005¢8)  IMP QWORD PTR [rip+0x2009fa]

.got.plt(0x601020)  Oxfff7a62800 .got(0x600fcg) | Ox7ffff7a62800

How to detect NX in the "Checksec.sh" file

Binary

®* RELRO .
° 'readelf' Dynamic section RELRO .
©  'GNU_RELRO' RELRO .
= Dynamic section BIND_NOW Full RELRO .
= Dynamic section BIND_NOW Partial RELRO .

Checksec.sh - line 145

# check for RELRO support

if readelf -1 $1 2>/dev/null | grep -gq 'GNU_RELRO ; then
if readelf -d $1 2>/dev/null | grep -q 'BIND_NOW; then
echo -n -e "\033[32nfFull RELRO \033[m '
el se

echo -n -e '\033[33nPartial RELRO033[m '
fi
el se
echo -n -e '\ 033[31nNo RELRO \033[m
fi

No RELRO

| azencaOx0@bunt u: ~/ Docunment s/ Defi ni ti on/ protecti on/ RELROS readel f -1 RELRO NoRelro |grep ' GNU_RELRO
| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ prot ecti on/ RELRC$

Partial RELRO

| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ protecti on/ RELRO$ readelf -1 RELRO Relro |grep ' GNU_RELRO
GNU_RELRO 0x0000000000000e10 0x0000000000600e10 0x0000000000600e10

| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ prot ecti on/ RELRO$ readelf -d RELRO-Relro | grep ' Bl ND_NOW

| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ prot ecti on/ RELRO$

Full RELRO

| azencaOx0@bunt u: ~/ Docurent s/ Def i ni ti on/ protecti on/ RELRO$ readelf -1 RELRO FullRelro |grep ' GNU_RELRO
GNU_RELRO 0x0000000000000dd0 0x0000000000600dd0 0x0000000000600dd0
| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ protecti on/ RELRO$ readel f -d RELRO Ful I Relro | grep ' Bl ND_NOW
0x0000000000000018 ( BI ND_NOW
| azencaOx0@bunt u: ~/ Docunent s/ Def i ni ti on/ prot ecti on/ RELRCS

Process

° RELRO .



© Binary , .
" EX) /proc/<PID>/exe
O ‘/proc/<PID>/exe" 'Program Headers'

Checksec.sh - line 199

# check for RELRO support

if readelf -1 $1/exe 2>/dev/null | grep -q 'Program Headers'; then
if readelf -1 $1/exe 2>/dev/null | grep -q 'GNU RELRO ; then
if readelf -d $1/exe 2>/dev/null | grep -q 'BIND_NOW; then
echo -n -e '\ 033[32nful | RELRO \033[m*
el se

echo -n -e "\ 033[33nPartial RELRO \033[m"’
fi

el se
echo -n -e "\ 033[31nNo RELRO \033[m"’
fi
el se
echo -n -e "\ 033[31nPerm ssion denied (please run as root)\033[mn’
exit 1

fi

Related information

® http://tk-blog.blogspot.jp/2009/02/relro-not-so-well-known-memory.html

=l unknown macro: ‘html’
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