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® Tool Memory cheat
®  Tool ,

Development Tools

® Cheat tool Theos.

{D Theos/Setup

® http://iphonedevwiki.net/index.php/Theos/Setup

Structure of Memory Cheat

® Memory cheats tool


https://github.com/Lazenca/Lazenca-A-iOS
http://iphonedevwiki.net/index.php/Theos/Setup

The default behavior of the memory cheat tool.

1 Process attach task_for_pid()

2 Check the process memory area = Memory  Memory (Memory map) .

3 Memory access Memory vm_read_overwrite, vm_write
Process list

SYNOPSIS - sysctl()
® sysctl()
sysctl SYNOPSIS

#i ncl ude <sys/types. h>
#i ncl ude <sys/sysctl.h>

int sysctl(int *nanme, u_int nanelen, void *oldp, size_t *oldlenp, void *newp, size_t new en);

Management Information Base(MIB)

CTL_KERN
L[]
[e]
© v
[e]
[e]
[e]
[e]
KERN_PROC
[ ]
o struct kinfo_proc
Example

® sysctl() Process list



RunningProcess.h

int mib[4] = {CTL_KERN, KERN_PROC, KERN_PROC ALL, 0};
size_t nmiblen = 4;
size_t size = 0;

int st = sysctl(mb, mblen, NULL, &size, NULL, 0);

struct Kkinfo_proc *process = NULL;
struct kinfo_proc *newprocess = NULL;

do {
size += size / 10;
newprocess = (kinfo_proc * )realloc(process, size);
if (!newprocess){
if (process)({
free(process);

}

return nil;

}

process = newpr ocess;
st = sysctl(m b, mblen, process, &size, NULL, 0);
} while (st == -1 & errno == ENOVEM) ;

for (int i = nprocess - 1; i >=0; i--){
NSString *processID = [[NSString alloc] initWthFormat: @%d", process[i].kp_proc.p_pid];
NSString *processName = [[NSString alloc] initWthFormat: @ %", process[i].kp_proc.p_commi;
[ processI D rel ease];
[ processNane rel ease];

}

free(process);

(D BSD Library Functions Manual - SYSCTL(3)

® https://developer.apple.com/legacy/library/documentation/Darwin/Reference/ManPages/man3/sysctl.3.html

Process attach

SYNOPSIS - task_for_pid()

® task_for_pid()
° ID
° ID

SYNOPSIS - task_for_pid()

#i ncl ude <mach/ mach. h>

kern_return_t task_for_pid(struct task_for_pid_args *args);

@ kern_return_t task_for_pid(struct task_for_pid_args *args)

® https://opensource.apple.com/source/xnu/xnu-4570.1.46/bsd/vm/vm_unix.c.auto.html

Example


https://developer.apple.com/legacy/library/documentation/Darwin/Reference/ManPages/man3/sysctl.3.html
https://opensource.apple.com/source/xnu/xnu-4570.1.46/bsd/vm/vm_unix.c.auto.html

Process attach

int attach(){
kern_return_t kret;
tnp_target _task = 0;
kret = task_for_pid(mach_task_sel f(), pid, & np_target_task);
if (kret) {
printf("task_for_pid() failed with message %s!\n", mach_error_string(kret));
}el sef
printf("attach - target_task : %, tnp_target_task : %\ n",target_task, tnp_target_task);
kret = task_suspend(target_task);
if (kret != KERN_SUCCESS) ({
printf("task_suspend() failed with nessage %!\n", mach_error_string(kret));

}el sef
printf("task_suspend - Success\n");
return 1;
}
}
return O;

Check the process memory area

SYNOPSIS - vm_region_recurse()

® vm_region_recurse()
[e]

o 1 task_for_pid()
o2 .

° 3
© 4
°5

= protection, max_protection
® protection :
® max_protection :
© 6 "VM_REGION_SUBMAP_INFO_COUNT"

SYNOPSIS - vm_region_recurse()

#i ncl ude <mach/ mach. h>

kern_return_t vmregion_recurse(
vm map_t nap,
vm of fset _t *address,
vm si ze_t *size,
natural _t *depth,
vmregion_recurse_info_t info32,
mach_nsg_t ype_nunber _t *count)

. 64bit .

SYNOPSIS - vm_map_region_recurse_64()

kern_return_t
vm nmap_r egi on_r ecur se_64(

vm nap_t map,

vm map_of f set _t *addr ess,

vm nmap_si ze_t *si ze,

natural _t *nesting_depth,

vm regi on_submap_i nfo_64_t submap_i nf o,

mach_msg_t ype_nunber _t *count)



@ vm_region_recurse() and vm_map_region_recurse_64()

® https://opensource.apple.com/source/xnu/xnu-344.49/osfmk/vm/vm_map.c.auto.html
® https://opensource.apple.com/source/xnu/xnu-4570.1.46/osfmk/vm/vm_map.c.auto.html

struct vm_region_submap_info

struct vm_region_submap_info

struct vmregi on_submap_info {

vm prot _t protection; /* present access protection */
vm prot _t max_protection; /* max avail through vmprot */
vm.inherit_t i nheritance;/* behavior of nap/obj on fork */
uint32_t of f set; /* offset into object/map */

unsi gned int user _tag; /* user tag on nap entry */

unsi gned int pages_resi dent; /* only valid for objects */

unsi gned int pages_shared_now private; /* only for objects */

unsi gned int pages_swapped_out; /* only for objects */

unsi gned int pages_dirti ed; /* only for objects */

unsi gned int ref_count; /* obj/map nappers, etc */

unsi gned short shadow_dept h; /* only for obj */

unsi gned char external _pager; /* only for obj */

unsi gned char shar e_node; /* see enuneration */
bool ean_t i s_submap; /* submap vs obj */
vm behavi or _t behavi or; /* access behavior hint */
viB2_obj ect _id_t obj ect _id; /* obj/map name, not a handle */
unsi gned short user _wired_count;

@ struct vm_region_submap_info

® https://opensource.apple.com/source/xnu/xnu-4570.1.46/osfmk/mach/vm_region.h.auto.html

Example

® vm_region_recurse()
© info.protection, info.max_protection , .(VM_PROT_WRITE | VM_PROT_READ)

[e]


https://opensource.apple.com/source/xnu/xnu-344.49/osfmk/vm/vm_map.c.auto.html
https://opensource.apple.com/source/xnu/xnu-4570.1.46/osfmk/vm/vm_map.c.auto.html
https://opensource.apple.com/source/xnu/xnu-4570.1.46/osfmk/mach/vm_region.h.auto.html

int findWriteableRegions()

int findWiteabl eRegions(){
vm si ze_t size;
vm addr ess_t address;
natural _t nesting_depth;
mach_nsg_t ype_nunber _t infoCnt;

regionList.clear();

size = 0;

address = 0;

struct vm.regi on_submap_info info;
infoCnt = VM REG ON_SUBMAP_| NFO_COUNT;

for (; !'vmregion_recurse(target_task, &ddress, &si ze, &nesti ng_depth, (vm regi on_recurse_info_t) & nfo,
& nfolnt);) {
if (info.is_submap) {
++nest i ng_dept h;
}el sef
if ((info.protection & (VM PROT_WRITE | VM PROT_READ)) == 3 && (info.nmax_protection &
(VM_PROT_WRI TE | VM PROT_READ)) == 3) {
regi onStruct.start Addr = address;
regi onStruct. endAddr = size + address;
regionStruct.size = size;
regi onLi st. push_back(regi onStruct);
printf("region: %16x-%016x\n",regionStruct.startAddr,regi onStruct.endAddr);
}

address += si ze;

}
}

return 1;

Memory read - vm_read_overwrite(), vm_read()

SYNOPSIS - vm_read_overwrite()

. vm_read_overwrite()
task_for_pid()

1
2
° 3
4
5

SYNOPSIS - vm_read_overwrite()

#i ncl ude <mach/ mach. h>

kern_return_t vmread_overwite(

vm map_t map,

vm address_t address,

vm si ze_t si ze,

vm address_t data,

vm si ze_t *dat a_si ze);
® vm_read

® vm_read_overwrite (data_in).



SYNOPSIS - vm_read()

kern_return_t vm.read(

vm task_t target _task,
vm addr ess_t addr ess,

vm si ze_t si ze,

si ze dat a_out,
target _task data_count);

@ vm_read_overwrite and vm_read

® https://opensource.apple.com/source/xnu/xnu-4570.1.46/osfmk/vm/vm_user.c.auto.html
® http://web.mit.edu/darwin/src/modules/xnu/osfmk/man/vm_read.html

Example

L]
© vm_read_overwrite()
=  startAddress endAddress
= 4096byte buffer .

void getValueArea(vm_address_t startAddress,vm_address_t endAddress, void* buffer,long number)

voi d get Val ueArea(vm address_t startAddress, vm address_t endAddress, void* buffer,long nunmber){
kern_return_t result;

long readArea = 0;
vm si ze_t outsize;

whi | e(endAddress > startAddress){
if (readArea != (startAddress & OxFFFFFFFFFFFFF000)) {
readArea = startAddress & OxFFFFFFFFFFFFFOOO;

outsize = 0;
result = vmread_overwite(target_task, readArea, 4096, (vm address_t)buffer, &outsize);

if(!outsize){
printf("stardAddress 64 : % x, % x\n", startAddress, endAddr ess);
fprintf(stderr,"vmread_overwite failed: %u\n",startAddress &
0xFFFFFFFFFFFFF000) ;

}

if (result == KERN_SUCCESS) {
for (int i=0; i<512; i++) {
mem nf oStruct. address = start Address;
mem nfoStruct.value = *(long*)((char*)buffer + ((startAddress - (startAddress &
OxFFFFFFFFFFFFFO00) ) & OXFFFFFFFFFFFFFFF8) ) ;
menDat aLi st . push_back(nmem nfoStruct);
start Address += 8;
}
}el sef
start Address += 8;

}

Memory write - vm_write()


https://opensource.apple.com/source/xnu/xnu-4570.1.46/osfmk/vm/vm_user.c.auto.html
http://web.mit.edu/darwin/src/modules/xnu/osfmk/man/vm_read.html

SYNOPSIS - vm_write()

° vm_write() .

© 1 task_for_pid()
o 2 .
° 3
[e]

4

SYNOPSIS - vm_write()

#i ncl ude <mach/ mach. h>
kern_return_t vmwite(

vm nmap_t map,
vm addr ess_t addr ess,
poi nter _t dat a,

mach_msg_t ype_nunber _t size)

@ vm_write

® https://opensource.apple.com/source/xnu/xnu-4570.1.46/osfmk/vm/vm_user.c.auto.html

Example

void MemoryWrite(vm_address_t address,long value)

void MenoryWite(vm address_t address, | ong val ue){
vm si ze_t outsize;
vm address_t startAddress = 0;

unsi gned int data;
vmread_overwite(target_task, startAddress & OxFFFFFFFFFFFFFFF8, 8, (vm address_t)&data, &outsize);

if (!outsize) {
printf("vmread_overwite(%l1llx) failed 1.",startAddress & OxFFFFFFFFFFFFFFF8) ;
}

unsi gned int wite_data;
wite_data = val ue;

kern_return_t kr;
kr = vmwite(target_task, address, (vmaddress_t)&wite_data, 8);
if(kr){
printf("Fail 9%\n", kr);
}el sef
printf("Sucess!\n");

}

Memory fuzzing

®  Memory fuzz

O O O O

o]

Fuzz

Related site

® https://github.com/Lazenca/Lazenca-A-iOS


https://github.com/Lazenca/Lazenca-A-iOS
https://opensource.apple.com/source/xnu/xnu-4570.1.46/osfmk/vm/vm_user.c.auto.html
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